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TRUSTWORTHY MACHINE LEARNING
THE CONTEXT
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TRUSTWORTHY MACHINE LEARNING
WHAT IS TRUST?

► Neglected

► Contentious

► Political

► Subjective

► Ambiguous

Jérôme Rutinowski

► Undefined?
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DUKEMTMC – Duke University Multi-Target Multi-Camera Tracking Dataset
AN EXEMPLARY DATASET?

► 14 hours and 2 million frames of surveillance video

► 8 cameras @ 1080p and 60FPS

► 2,000 students

► Published in 2016 @ ECCV

► Cited 2,875 times
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► 2019 Financial Times Investigation à dataset retracted
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EXISTING LITERATURE ON TRUST
DEFINITIONS & MEASURES OF QUANTIFICATION

► Papers defining one specific aspect of trust

► Papers quantifying an aspect of trust in a non-agnostic manner
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► Contradictory definitions

► Ambiguous terminology: explainability VS transparency VS intelligibility VS comprehensibility VS interpretability
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Trust

Concept

Robustness

Safety

Explainability

Fairness

Integrity

Components Operational Definitions

The capability to sustain an expected performance despite encountering 
exceptional, manipulated, or noisy data

The protection of confidential or proprietary model architectures and parameters 
as well as data from unauthorized access

The systematic effort to render decision-making procedures of models 
interpretable and datasets understandable, facilitating both the insight into their 

inner workings and aiding stakeholders in validating outputs

The equal treatment of both groups and individuals, and the prevention of biases, 
promoting equitable outcomes

The effort of preventing untraced or unauthorized changes to a data or a model, 
mitigating the risks of tampering efforts and reverting them if needed

OPERATIONALIZATION OF A CONCEPT
DEDUCTIVE CATEGORY FORMATION
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TrustConcept

OPERATIONALIZATION OF A CONCEPT
DEDUCTIVE CATEGORY FORMATION

The concept of trust in machine learning comprises the fair use of data,
robust performance when encountering anomalous data, the assurance of data

and model integrity, the provision of explainable decisions as well as the safe use
of confidential information.

Definition
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QUANTIFYING THE CONCEPT OF TRUST
FAILURE MODE & EFFECT ANALYSIS
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QUANTIFYING THE CONCEPT OF TRUST
OCCURENCE, SIGNIFICANCE AND DETECTION (OSD)
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QUANTIFYING THE CONCEPT OF TRUST
RISKS JEOPARDIZING TRUST
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QUANTIFYING THE CONCEPT OF TRUST
ALGORITHMIC REPRESENTATION
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QUANTIFYING THE CONCEPT OF TRUST
PROCEDURAL REPRESENTATION

Choice of 1 - 3 Risks Rating of Occurence 
Probability

Rating of 
Significance

Rating Detection 
Probability Results per Aspect

Weighting of 
Aspects 

Trust ScoreRepeat for Fairness, Robustness, Integrity, Explainability, Safety
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EVALUATING THE APPROACH
THE BENCHMARK

Datasets

Models

LARa DukeMTMC CelebA

YOLO GoogleNet GPT-3
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FRIES TRUST SCORE
RESULTS PER ASPECT
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FRIES TRUST SCORE
OVERALL RESULTS
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LIMITATIONS
WHERE DO WE GO FROM HERE?

► Risks

► Reliability

► Feedback

► Subjectivity
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CONTACT
GET IN TOUCH
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TU Dortmund University

jerome.rutinowski@tu-dortmund.de

+49-231-755-4831

Link to the relevant paper:
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